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1

1.1

1.2
1.2.1

Basic Information

The CAN server has a built-in web server, which provides a convenient way to access and
configure the CAN server. Users can use Firefox or Google browser to access it.

If you need product-related information, you can download the corresponding product manual

from the official website link: http://www.maiwe.com.
“ I

Environmental Preparation

[ I

Hardware Connection

Log in Web

Revise IP address

When accessing the CAN server through the Web, the IP address of the serial server and the
PC must be in the same network segment, so the IP address of the PC must be modified to
ensure that it is in the same local area network as the IP of the serial server. For Windows users,
please refer to the following operations:

Start—Control Panel—-Network and Internet Connection—Network Connection—Local
Connection—Properties—Internet Protocol (TCP/IP)

The default IP address of this model of serial serveris: 192.168.16.253. Set the PC's IP address

as: 192.168.16.X (X is any valid value from 2 to 253 except 253). The specific Windows system
operation page is shown in below Figure
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1.2.2

i E3] ; [ ] -
b i Fropertics i Internet Protocol Version 4 (TCP/IPv4) Properties lilg
Networking | Sharing Eenerd
Connect using: ‘You can get IP settings assigned automatically if your network supparts
-_.‘:I.. Reattek PCle GbE Famity Cortroller ﬁisﬂcjapability. QIEeIrl\;\'iset[ﬁyou need to ask your network administrator
| r the appropria settings.

(7) Obtain an IP address automatically

This connection uses the following items:
& Cliert for Microsoft Networks

.gh.lpcap Packet Driver (NPCAP) IP address: 192 . 168 . 16 . 60
4Bl 005 Packet Scheduler

(@ Use the following IP address:

Subnet mask: 255 .255 .255 . 0
.@ File and Printer Sharing for Microsoft Networks .
- Intemet Protocol Version & (TCP/IPvE) Default gateway: 192 .168 . 16/ . 1
- Intemet Protocal Version 4 {TCP/IPv4)
<& Link-Layer Topology Discovery Mapper 170 Driver Obtain DNS server address automatically

=& Link-Layer Topology Discovery Responder (@ Use the following DNS server addresses:

Install... Uninstall Preferred DNS server:

Description Alternate DNS server:
Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication

across diverse interconnected networks. [ validate settings upon exit

[ oK |[ cancel | o< J[ concel |

After changing the IP address of the PC, you can access the Web page of the CAN server
through the default IP address 192.168.16.253, and perform related configuration operations on
It.

Login in WEB

Open the browser and enter the default IP address of the serial server in the address bar, as
shown in below:

C @ 192.168.16.253 o 2

After hitting the Enter key, the window shown in Figure 5 pops up, prompting the user to enter
the user name and password.

@ 192.168.16.253 X

&« C @© 192168.16.253 = v O &
Signin
http://192.168.16.253

Your connection to this site is not private

Username | admin

Password I ----- I

m Cancel

The login users of this CAN serial server are divided into three types.

The first is a normal user, the user name and initial password are both "admin", it is used when
accessing the Web normally; the second is a guest, the user name and password are both
"none", after logging in, only the configuration of the current serial server can be viewed, And
can’'t be configured; the third type is the administrator, the user name is "admin", and the
password is the last six digits of the serial server's MAC address. When we forget the password
of an ordinary user, we can log in with the administrator account and modify this Machine
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password. After entering the user name and password, click "OK" and the server will
authenticate. After success, you will enter the main page of the Web server. As show in below
figure:

MEBAIWE | can-bus/tthemet server
(Intemnet explorer 7.0 or above is recommended)___mx |

T Attention: Do mot refresh
CAN Config Device Type: MW-CANET300 Hardware Version: V1.1 B e
device is transmitting data.
Serial Config Device Name: managed_dev Software Version:  V1.0.16.230224 This %ill lead to packet lost
in data transmission
Port Device ID: 000000001 1P Address: 192.168.16.253
o o Device Type: Machins type of
System Time: 2023-6-28 14:40:30 MAC Address: 4c03a6cd145f equipmant to distingnish
between different types of
Network Addres T
sonfigured in systen
User Password et el
Device Hame: A network
System Info i B e
distingnishing betwsen
different devioes in a network
stem Manageme S A S

systenInformation

Device ID: The batch runber
of equipment used to determine
the Material number management
of equipment

Sycten Time: The current
time of the

device, synohronized with the
time of the FC owrrently
Gt Gl

Hardware Version: Hurdware
version of the device nate the
Hardware Version limitation in
the SoftwareV¥ersion

Seftware Version: Software
version of device, updated
software versien with mere
features, some have new
e i e e
version

IP Address: TPAddress of the
device, which can be configured
in the network address.

MAC Address: MAC address of

the Deviece

Attention:This CAN serial server has been tested extensively with Firefox, and Google's
mainstream browsers, and it can be used normally, but it is recommended to use Google
browser when upgrading the device.

Building 2,Ares E, Phase ii, Optical valley core center, No.52, Liufang road, Fast Lake Hi-tech Development Zone,Wuhan,China
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2.1

Network Management Function

Main Page Introduction

After entering the correct user name and password and the authentication is successful, you will
enter the main page of the Web, as shown in Figure 7. The main page can be roughly divided
into three areas. The upper area displays the logo, the lower left area is the function menu area,
the middle area is the main function display area, and the lower right area is the help document
area.

Malwe CAN-bus/Ethernet Server Product Logo

Device Info Help document

Device Info

(Internet explorer 7.0 or above is recommended)| iy

X i Attention: Do not refresh
Device Type: MW-CANET300 Hardware Version: V1.1 e e A
device is transittine
Serial Config Device Name: managed_dev Software Version:  V1.0.16.230224 data. This will lead to

= packet lost in data
transnission.

CAN Config

Device ID: MSM01223322030031 IP Address: 192.168.16.253

System Time: 2023-6-25 19:50:30 MAC Address: 4c93a6cd7d8e Device Type: Nachine
type of equipment to

Network Address distinguish betreen

. . . different types of

Main function display eouipnent, vhich can be
configured in system

infornatien.

User Password

System Info

Device Hame: A netvork
identification of a device
System Management for distingsuishing betvesn
. different devices in a
—Function menu Help document— network management
device, available in
systenInfornation

Device ID: The batch
nunber of equipnent used
to determine the Material
mmber management of
equipnent.

System Time: The current
tine of the

device, synchronized with
the tine of the PC
currently accessing the
device.

Building 2,Area E, Phase ii, Optical valley core center, No.52, Liufang road, East Lake Hi-tech Development Zone, Wuhan,China

2.1.1 Function menu

The left side of the webpage is the function menu area, which displays all the configurable
software functions of CAN series serial server. The function menus are basic information, serial
port, serial port information, network address, user password, system information and system
management. Each function menu contains several sub-functions. Its function is shown in
below:

L. . Device Display device information, such as: name, number,
Basic information ) )
Information software version, IP address, etc.
CAN server | Configure the basic information of each port, such as:
CAN configuration CAN port number.
Configuration CAN basic | Configure the working mode, baud rate, packet length,
parameters etc. of each port.
4
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Network Configure the local port range and heartbeat interval of
parameters each port.
Number of ] o
Configure the destination address and remote port of
network
) each port.
connections
Serial server | Configure the basic information of each port, such as:
configuration serial port number.
Serial basic | Configure the working mode, baud rate, packet length,
. parameters etc. of each port.
Serial port : -
. . Network Configure the local port range and heartbeat interval of
configuration
parameters each port.
Number of , I
Configure the destination address and remote port of
network
. each port.
connections
Serial port | Display the serial port number and the total number of
. . information serial ports received and sent.
Port information : : :
Network Display the working mode of the serial port/local port

connection mode

and other information.

Website address

Website address

Configure the IP address, subnet mask and default
gateway for serial communication.

User password

User password

Configure username and password.

System info

system info

Configure the device model, device name, etc. of the
device.

Device restart

Configure the restart function of the device.

System
management

Factory reset of
the device

Configure the device to restore factory values.

Equipment
upgrade

Configure the upgrade file of the device.

No data device
restart

The network and serial port of the configuration device
have no data transmission for a certain period of time,
and the device restarts.

2.1.2 Help documentation

The function area at the bottom right is the help document. Click any main function page in the
lower left, and the help document will be displayed in the lower right function area
corresponding to the main page, as shown in below:
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Help document

BaudRate: The baud rate
of CAN port communication
, in BP3, and the factory
default value is 1000K.
When use custom baudrate,
if the user setting value
iz not suitable, the
device will restore it to
be 1000K.

CAN Mode: The factory
default is normal mode,
the other two are test
modes.

CAN ID Filter: Provides

the filtering function of

CAN standard frame and CAN
extended frame ID.

Working Mode: The
working mode of CAN
commumnication, the factory
default is UDF mode.

PackingLength: When the

CAN port continuously
receives data length
ezceeding this value, it

will triggser a transfer
operation. These data are
forwarded to the network B

2.2 Basic information

The basic information module includes: device information. The function of the device
information part is to display some specific information of the current device, including device
model, device name, device number, system time, hardware version, software version, IP
address and MAC address. As shown in below:

Device Info
Device Type: MW-CANET300 Hardware Version: V1.1
Device Mame: managed_dev Software Version:  V1.0.16.230224
Device |D: 000000001 IP Address: 192.168.16.253
System Time: 2023-6-28 14:52:13 MAC Address: 4c93a6cd145f

Device Type: The model of the CAN server, which can be customized by the user on the
"System Information" page.

e Device name: The name of the CAN server, which can be customized by the user on the
"System Information” page.

e Device number: CAN port server number.

e System time: The current time of CAN server is synchronized with the time of the PC
accessing the serial server.

e Hardware version: the current hardware version of the CAN server.

e Software version: the current software version of CAN server.

e |P address: the IP address of CAN server.

e MAC address: the MAC address of CAN server.
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2.3 Port Configuration

CAN configuration includes: CAN basic parameters, network parameters, and number of
network connections.

Serial port configuration includes: serial port parameters, network parameters, and number of
network connections.

2.3.1 CAN port configuration

The main function of CAN Ethernet server is to bidirectionally transmit the CAN bus protocol
and the standard Ethernet data supporting the TCP/IP protocol to solve the networking problem
of ordinary CAN bus devices on the Internet. The port configuration page can configure the
parameters required by CAN bus and Ethernet related parameters is show below:

BUS port No. ®enable Odisable

BusType | CAN ad |

BaudRate

CAN Mede [Normal mode ~

PackingLength ({J-SOJframe

Packinglnterval (0-255)ms

Regpacket Function

Regpacket Content T265676973746572 HEX ' ' ASCH

Heartbeat Function

Heartbeat Content 0800000012aabbeedd 11223 % HEX ' ' ASCH

Heartbeat Interval 30 (1~65535)s

CAN 1D Filter O enable @ disable

Standard frame ID filter Allowable ID range ' ' Forbidden ID range

range 0 ~ Tff (HEX:0x00~0x7FF)
decimalism  hexadecimal

Extended frame ID filter Allowable ID range ' Forbidden ID rangs

range ] ~ | 1ffffff (HEX:0x00~0x1FFFFFFF)
decimalism = hexadecimal
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Working Mode parameter

Working Mode (uDP ~]
Local port 31001 (1-65535)
Data type @ixed 13 bytes Clvariable length

Metwaork packet loss strategy ®Timeout packet lass CRemain packet loss

Metwork packet loss timeout (1~65535]ms
Destination address 1(IP) : Destination port : [31501  ](1-65535)
O Destination address 2(IP) : |1192.168.30.140 Destination port : 31502 (1-65535)
E Destination address 3(IP) : 192 168 30.140 Destination port : 31503 (1-65539)
O Destination address 4(IP) : 192 168 30.140 Destination port : 31504 (1-63535)
| Configuration || Cancel |

The detailed description of the configuration parameters on this interface

Item Instruction

BUS port No. Select the current CAN port to be configured, enable or disable it.

CAN basic parameters
CAN Bus type The default is CAN bus.

The baud rate of CAN bus communication, the unit is bps, the options are:
5K, 10K, 20K, 25K, 40K, 50K, 62.5K, 80K, 100K, 125K, 200K, 250K,
Baud rate 400K, 500K, 800K and 1000K. The factory default value is 1000K. The
baud rate of each CAN port is independent of each other and can be set

separately without affecting each other.

Divided into normal mode, loopback mode, monitor mode. Normal mode is
CAN mode used for normal communication; loopback mode and listen mode can be
used for bus testing and troubleshooting.

When the number of consecutive data frames received by the CAN port
exceeds the value set by the packet length, a transmission operation will
be triggered, and these data will be forwarded to the network port, with a
value range of 1 to 60 frames.

Packing length

When the intermittent time of receiving data at the CAN port exceeds this
o value, no matter how much data has been received, a transmission
Packing interval . . . .
operation will be triggered, and the data will be forwarded to the network

port, ranging from 0 to255ms.

Select the sending method of the registration package;
Disable: disable this function;

) LINK: The registration packet is only sent once when the network
Register  package

. connection is established;
function

DATA: The registration package is filled in front of the CAN port data each
time the CAN port sends data to the network;

This function is only allowed when the network working mode is UDP and
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TCP Client.
Register = package | The content of the registration package, the maximum length is 64 bytes.
content web is filled in in hexadecimal format.

Select the sending method of the heartbeat packet;

Disable: disable this function;
Heartbeat packet | to Network: send the heartbeat packet to the network port;
function to CAN: send the heartbeat packet to the direction of the CAN port;

This function is only allowed when the network working mode is UDP, TCP

Server and TCP Client.

The content of the heartbeat packet is up to 64 bytes when it is sent to the
Heartbeat packet | network; when it is sent to the CAN port, it only supports a single frame
content and must be filled in according to the CAN frame format. web is filled in in

hexadecimal format.

Heartbeat interval

The time interval for sending heartbeat packets, in seconds, the range is
1~65535 seconds, and the default is 30 seconds.

CAN ID filtering

Enable or disable the CAN ID filtering function. CAN ID filtering

Standard Frame ID
Filtering

Allowable ID range or prohibited ID range is optional, parameter range:
0x00~0x7FF, web fills in hexadecimal format.

Extended Frame ID
Filtering

Allowable ID range or prohibited ID range is optional, parameter range:
0x00~0x1FFFFFFF, web fills in hexadecimal format.

Network parameters

Working mode

UDP, UDP Multicast, TCP Client, TCP Server, Pair Connection Master,
Pair Connection Slave, Modbus TCP Slave, Relay Mode, CAN to Serial,
HttpdClient, WebSocket Client and other communication methods are
available. The factory default setting is UDP mode.

When the working mode of this device is UDP, the remote device must
also work in UDP mode. This device can establish a UDP connection with
a remote device, and the IP address and port number of the remote device
can be configured on the page.

When the device is in UDP Multicast, the remote device must also work in
UDP Multicast mode. This device can communicate with devices in the
same multicast address, and the multicast address and port number of the
remote device can be configured on the page.

Whenthe device is in TCP Client mode, the remote device must work in
TCP Server mode, and its IP address and port number mustbe configured,
which can be configured in the corresponding options of the network
connec tion. The local port number can be ignored and noconfiguration is
required.

When the device is in TCP Server mode, the remote device must work in
TCP Client mode. In this mode, up to 4 remote TCP Client connections are
accepted.

When the device is in Pair Connection Master mode, the remote device
must be operated in Pair Connection Slave mode, and its IP address and

port number must be configured. You can connect to the corresponding
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options in the network In-progress configuration. The local port number
can be ignored and no configuration is required.

When the device is in Pair Connection Slave, the remote device must work
in TCP Client mode. In this mode, up to 4 Pair Connection Master
connections are accepted.

When the device is in Relay Mode, CAN1 and CAN2 can transmit data to
each other, at this time, the restart function of the device without data will
be invalid. (Only MW-CANET200 supports this mode)

When the device is in CAN to Serial mode, the device at the opposite end
is required to transmitdata according to the configured protocol. This mode
can convert the CAN bus data to the serial bus according to the
established protocol. (Only MW-CANET300 supports this mode)

When the working mode of this device is Modbus TCP Slave, if the
Modbus RTU Over function is not enabled, the remote master device must
use the Modbus TCP protocol for communication; otherwise, enable the
Modbus RTU Over function, The remote master device must use the
Modbus RTU protocol to communicate. This mode supports up to 4
connections.

When the device is in HTTPD Client, the user needs to specify the
address, port, method and other parameters of the remote httpd server.
The device will submit the data received by the CAN port to the httpd
server in the form of GET or POST. At the same time, the data sent by the
httpd server can also be sent to the CAN port.

When the working mode of the device is WebSocket Client, the user
needs to specify the main parameterssuch as the address, port and
method of the WebSocket server. You can also set the time interval of
Ping. Keep the connection between the device and the server. The device
will upload the data received by the CAN port to the WebSocket server,
and can also send the data sent by the server to the CAN port.

Locol port

Local port on the network connection side

Heartbeat interval

When the network working mode is in TCP mode, the CAN server will
send a TCP heartbeat detection packet at a specified interval to test
whether the connection exists, and if it does not exist, the connection will
be automatically disconnected, ranging from 1 to 6000s.

Overtime time

When the network working mode is in TCP mode, the CAN server will
detect the idle time of the current connection and the corresponding CAN
port, and will disconnect the TCP connection when it exceeds the set
value.

Data mode

The network side can be set to process data according to a fixed 13-byte
CAN protocol or process data according to a variable length.

Network packet loss
mechanism

Divided into overtime packet loss and redundant packet loss.
Timeout packet loss: If the set timeout period is exceeded, the extra
unparsed bytes will be discarded, otherwise, it will be spliced with the next

received data and parsed.

10
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Extra packet loss: Every time the network data is received, the unparsed
ones are discarded directly.

Network packet loss
timeout

It only takes effect when timeout packet loss is enabled, and the value
range is 1~65535ms.

Modbus slave ID

Set the Modbus slave ID corresponding to the CAN port, value range:
1~247.

Modbus RTU Over

By default, the Modbus TCP protocol is used for network communication.
After it is enabled, the Modbus RTU protocol is used for network
communication.

Number of network connections

Destination address

The IP address of the network connection peer

Destination port

The port number of the peer end of the network connection

Modbus read instruction table

The Modbus read register corresponds to CAN commands in standard

Ext
frame or extended frame format.
Rt The Modbus read register corresponds to the CAN command of the data
r
frame or remote frame type.
CANID The CAN ID corresponding to the Modbus read register.
The Modbus read register address corresponding to the CAN command,
Reg_addr . . .
the range is 0~127 in decimal.
Reg_len A Modbus register occupies 2 bytes, and the value ranges from 1 to 8.

Modbus write instruction table

The Modbus write register corresponds to CAN commands in standard

Ext
frame or extended frame format.
Rir The Modbus write register corresponds to the CAN command of the data
frame or remote frame type.
CANID The CAN ID corresponding to the Modbus write register.
Reg_addr The Modbus write register address corresponding to the CAN command
- ranges from 256 to 383 in decimal.
Reg_len A Modbus register occupies 2 bytes, and the value ranges from 1 to 8.
By default, the CAN command is not specified, and at this time, the
cmd en corresponding CAN command is sent according to the data in the write
- command sent by Modbus; otherwise, it is sent to the CAN port
according to the specified Cmd command.
cmd Cmd_en is configured to take effect when specified, and the
commands sent to the CAN side are stored here.
Mode CAN commands can be configured to be executed periodically or triggered
by data, and are executed periodically by default.
Cycle The cycle of CAN command sending takes effect when Mode is cycle

execution. The value range is 1~65535, unit: millisecond.

HTTPD configuration

HTTPD address

The IP address of the server.

HTTPD port number

The port number of the server.

11
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The server method supports GET and POST methods.
HTTPD method Note: When using the GET method, the device sends hex data in ascii
form to the server.

HTTPD request

The server's request header.
header

WebSocket configuration

WebSocket address | The IP address of the server.
WebSocket port

The port number of the server.

number
WebSocket method | Method of the server.
WebSocket ping The ping interval of the server, the value range is 0~255 seconds.

2.3.2 Serial port configuration

Only MW-CANET300 supports this communication method.

The main function of the serial Ethernet server is to carry out two-way transparent transmission
of standard serial bus data (RS232, RS485, RS422) and standard Ethernet data supporting
TCP/IP protocol, which is used to solve the networking problem of ordinary serial devices on the
Internet. The parameters of the serial port Ethernet server can be configured on the serial port
server configuration page, as shown in the figure below.

12
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Senal configuration

BUS port No. COM1 ~v| ®enable Odisable
Large traffic transmission ) enable ® disable

Senal port parameters

SerialPortMode [R3232/RS485 v

BaudRate

DataBits

StopBit

ParityBit

PackingLength oo Jo-1460)

Packinglnterval [0—255}ms

Frame head frame tail mode U enable @ disable

Start byte 0x0 (HEX:0x00~0xf)

End byte Dxcff (HEX:0x00~0x£)

Regpacket Function

Regpacket Content T265676973746572 HEX ' ASCII
Heartbeat Function

Heartbeat Content 0800000012aabbeedd 11223 % HEX' ' ASCII
Heartheat Interval 130 (1~65535)s

Working Mode parameter

Working Mode (uDP v
Local port 32001 (1-65535)
Destination address1 : [192.168.30.140 Destination port : |32501 (1-65535)
O Destination address2 : 192 165 30.140 Destination port : 32502 (1-65535)
| Destination address3 : |[192.1658.30.140 Destination port : 32503 (1-65535)
O Destination address4 : 192 168.30.140 Destination port : 32504 (1-65535)
| Configuration || Cancel

Serial server configuration parameter description

Item Instruction

Serial number Select the serial port to be configured and enable or disable it.

Turn on heavy traffic | Depending on the amount of transferred data and connection mode,
transmission choose to enable or disable it.
Serial parameter

Serial working mode Support RS232/RS485 mode, you can only choose one of the two.

Baud rate The baud rate of the serial communication, the unit is bps, the options

13
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are: 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200,
230400 and 460800. The factory default value is 9600. The baud rate
of each serial port is independent of each other and can be set
separately without affecting each other.

Select the check method, there are three options: none, odd check,
and even check. The factory default setting is None. The verification

Check Digit . . . ;
method of each serial port is also independent of each other, which can
be set separately without affecting each other.

Data bit Set the number of effective data bits in serial communication, this
machine supports 7 and 8 data bits.

Stop bit When setting the stop bit length of serial communication, you can

choose: 1, 2. The factory default setting is 1.

Packing length

When the length of data continuously received by the serial port
exceeds the value set by the packet length, a transmission operation
will be triggered, and the data will be forwarded to the network port,
with a value range of 0~1460 bytes

packing interval

When the intermittent time of receiving data by the serial port exceeds
this value, no matter how much data has been received, a transmission
operation will be triggered, and the data will be forwarded to the
network port, ranging from 0~255ms.

After enabling this mode, the serial port will divide packets according to

Frame header and
, the start byte and end byte of the frame, and the data not between the
frame trailer mode o )
head and tail will be discarded.
Set the range of the starting byte of the serial port as the hexadecimal
Start byte
number 0x00~O0xff
Set the range of the end byte of the serial port as the hexadecimal
End byte
number 0x00~O0xff
Select the sending method of the registration package;
Disable: disable this function;
LINK: The registration packet is only sent once when the network
Registry package | connection is established;
function DATA: The registration package is filled in front of the serial port data
each time the serial port sends data to the network;
This function is only allowed when the network working mode is UDP
and TCP Client.
) The content of the registration package, the maximum length is 64
Registry Package ) ] ) )
bytes. Users can choose to display this content in hexadecimal or
Contents

ASCII.

Heartbeat function

Select the sending method of the heartbeat packet;

Disable: disable this function;

to COM: send the heartbeat packet to the serial port;

to Network: send the heartbeat packet to the network port;

This function is only allowed when the network working mode is UDP,
TCP Server and TCP Client.
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Heartbeat packet | The content of the heartbeat packet, up to 64 bytes. Users can choose
content to display this content in hexadecimal or ASCII
Heartbeat packet | The time interval for sending heartbeat packets, in seconds, the range
interval is 1~65535 seconds, and the default is 30 seconds.
Enabling this function allows users to use standard RFC2217
instructions on the network side to dynamically modify parameters such
RFC2217 function as the baud rate, data bits, stop bits, and parity bits of the serial port.

This function is only allowed when the network working mode is TCP
Server and TCP Client.

Network parameters

Working mode

UDP, UDP Multicast, TCP Client, TCP Server, Modbus RTU Master,
Modbus RTU Slave, Modbus ASCII Master, Modbus ASCII Slave, Pair
Connection Master, Pair ConnectionSlave, Httpd Client, WebSocket
Client and other communication methods are available. The factory
default setting is UDP mode.

When device is in UDP mode, the remote device must also work in
UDP mode. This device can establish a UDP connection with aremote
device, and the IP address and port number of the remote device can
be configured on the page.

When the device is in UDP Multicast, the remote device must also work
in UDP Multicast mode. This device can communicate with devices in
the same multicast address, and the multicast address and port
number of the remote device can be configured on the page.

Whenthe device is in TCP Client mode, the remote device must work in
TCP Server mode, and its IP address and port number mustbe
configured, which can be configured in the corresponding options of
the network connec tion. The local port number can be ignored and
noconfiguration is required

When the device is in TCP Server mode, the remote device must work
in TCP Client mode. In this mode, up to 4 remote TCP Client
connections are accepted.

When the working mode of this device is Modbus RTU Master, if the
Modbus Over TCP function is not enabled, the remote device must
work in Modbus TCP Slave mode; other wise, if the Modbus Over TCP
function is enabled, the remote device must work in Modbus RTU
Slave mode. This mode supports up to 4 connections

When the device is in Pair Connection Master mode, the remote device
must be operated in Pair Connection Slave mode, and its IP address
and port number must be configured. You can connect to the
corresponding options in the network In-progress configuration. The
local port number can be ignored and no configuration is required.

When the device is in Pair Connection Slave, the remote device must
work in TCP Client mode. In this mode, up to 4 Pair Connection Master

connections are accepted.

15
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When the device isin Relay Mode, CAN1 and CAN2 can transmit
data to each other, at this time, the restart function of the device without
data will be invalid. (Only MW-CANETZ200 supports this mode)

When the device is in CAN to Serial mode, the device at the opposite
end is required to transmit data according to the configured protocol.
This mode can convert the CAN bus data to the serial bus according to
the established protocol. (Only MW-CANET300 supports this mode)

When the working mode of this device is Modbus TCP Slave, if the
Modbus RTU Over function is not enabled, the remote master device
must use the Modbus TCP protocol for communication; otherwise,
enable the Modbus RTU Over function, The remote master device
must use the Modbus RTU protocol to communicate. This mode
supports up to 4 connections.

When the device is in HTTPD Client, the user needs to specify the
address, port, method and other parameters of the remote httpd server.
The device will submit the data received by the CAN port to the httpd
server in the form of GET or POST. At the same time, the data sent by
the httpd server can also be sent to the CAN port.

When the working mode of the device is WebSocket Client, the user
needs to specify the main parameters such as the address, port and
method of the WebSocket server. You can also set the time interval of
Ping. Keep the connection between the device and the server. The
device will upload the data received by the CAN port to the WebSocket
server, and can also send the data sent by the server to the CAN port.

Locol port Local port on the network connection side

When the network working mode is in TCP mode, the CAN server will
, send a TCP heartbeat detection packet at a specified interval to test
Heartbeat interval . . s . .
whether the connection exists, and if it does not exist, the connection

will be automatically disconnected, ranging from 1 to 6000s.

When the network working mode is in TCP mode, the CAN server will
, ) detect the idle time of the current connection and the corresponding
Overtime time . ) .
CAN port, and will disconnect the TCP connection when it exceeds the

set value.

Modbus Over TCP Modbus (RTU/ASCII) protocol transparent transmission enable

Divided into overtime packet loss and redundant packet loss.

* Timeout packet loss: If the set timeout period is exceeded, the extra

Network packet loss unparsed bytes will be discarded, otherwise, it will be spliced with

mechanism the next received data and parsed.

® Extra packet loss: Every time the network data is received, the
unparsed ones are discarded directly.

Modbus receive timeout | Modbus serial port receiving timeout

Modbus ID filtering Filtering of Modbus slave ID ranges

Modbus Slave Read | The gateway automatically performs pre-reading according to the

Ahead configuration in the Modbus pre-reading command table, and supports
16
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2.3.3

up to 8 items

Modbus slave polling | The interval time when the gateway reads each item in the pre-read
time command table

Number of network connections

Destination address The IP address of the network connection peer
Destination port The port number of the peer end of the network connection
Number of network connections in Modbus_RTU/ASCII_Master mode
Destination address The IP address of the network connection peer
Destination port The port number of the peer end of the network connection

The data whose Modbus slave ID is within this range will be forwarded
to the corresponding destination network address
Modbus_RTU/ASCII_Slave mode Modbus pre-read instruction table

Modbus ID range

Device address Modbus slave ID

Instruction Modbus read data function code

Register address The starting address of the slave register to be read
Number of registers Number of slave registers to read

CAN data format description

CAN Data Frame
Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8 Byte 9 Byte 10 Byte 11 Byte 12 Byte 13

Frame Info _ Data 0| Data 1| Data 2 | Data 3 | Data 4 | Data 5 [ Data 6 | Data 7

Frame information: 1 byte in length, used to identify some information of the CAN frame, such as frame format, frame type, frame length, etc
bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0
FE [ RIR | Reserved | Reserved] D3 | D2 DL D0_|
FF: Identification of standard and extended frames, with O being the standard frame and 1 being the extended frame
RTR: Identification of data frames and remote frames, with 0 being the data frame and 1 being the remote frame
Reserved: The reserved value needs to be filled in as 0 and cannot be set as 1
D3"DO: Identify the data length of the CAN frame

Frame ID: 4 bytes in length, with high order before and low order after
The effdctive bits of the standard frame are the low 11 bits (range: 0x0070x7ff), and the effective bits of the extended frame are the low 29 bits (range: 0x00 0x1FFFFFF)

Extended frame ID: 0x12345678

00h 00h 03h FFh

This ID can identify both the extended frame ID and the standard frame ID. Specifically, it needs to be distinguished by the FF bit in the frame information
standard frame ID:0x000003ff

extended frame ID: 0x03ff

Frame data: The length is 8 bytes, and the effective length is determined by the values of D3D0 in the frame information
[aan | BBn [ ccn Dbh | 11h | 22k 33h 44h

The following is the representation of 6 bytes of valid data
[aan [ BBh [ cch [ bbb | 11h | 20h 004 00h

Attention:

* The fixed 13 bytes in the web is transmitted according to the format shown in the figure
above, and the data less than 8 bytes will be filled with 0.The variable length in the web is
the opposite. When transmitting, it will be transmitted according to the actual data length,
and will not be filled with 0.

* ATCP or UDP data packet is recommended not to exceed 50 frames of CAN data (that is,
not to exceed 650 bytes).

17
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2.3.4 Modbus TCP Slave function (CAN to Ethernet)

The working principle of Modbus to CAN: the CAN server acts as a Modbus slave, the network
side communicates according to the Modbus protocol, and the CAN port side communicates
according to the CAN bus protocol.There are two sets of register areas inside the CAN server,
one is the read register area (register address range 0~127), the CAN server will store the data
received by the CAN end in the read register area mapped with the Modbus read command
table, When the side receives the corresponding Modbus read command, it will directly reply the
data in this area to the network side, and the Modbus read command only supports 03 and 04
function codes.The other group is the write register area (register address range 256~383), the
CAN server will store the data in the Modbus write command received by the network side in the
write register area, and then the CAN server will follow the Modbus write command configured
in the web The mapping relationship in the table is packaged into corresponding CAN
commands and sent to the CAN port side. Modbus write commands only support function codes
06 and 16. Currently, the device can only support up to 32 sets of read/write commands.

Modbus to CAN example:

Step 1. As shown in the figure, configure CAN1 as the Modbus TCP Slave function, the local
port is 31001, the slave ID is 1, and the network side communicates according to the
Modbus TCP protocol.

Working Mode parameter

Working Mode [ Modbus TCP Slave v

Local port [31001  Ja1-65535)

Modbus slave 1D o o~

Modbus RTU Over Oenable ®@disable

Data type @fixed 13 bytes Ovariable length

Network packet loss strategy ®Timeout packet loss ORemain packet loss
Network packet loss timeout (1 ~65535)ms

Step 2. Configure the Modbus read command table as shown in the figure. This table is the
mapping relationship between the received CAN frame and the Modbus read register.
The CAN data received by the device will be stored in the corresponding Modbus
register. As shown above, the data in the CAN standard data frame with the CAN ID
1/2/3 will be stored in the Modbus register 0/4/8 register address respectively.

Modbus read CMD table

NO. Ext Rtr CANID Reg_addr Reg_len
: .
:
)
0O 4 Standar v Data v 7ff 12 8
0O s D: ~ 71 16 8
0O s Data v Tff 20 8
0O 7 D ~ Kiii 24 8
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Step 3. Configure the Modbus write command table as shown in the figure. This table is the

Step 4.

mapping relationship between the Modbus write register and the sent CAN frame. The
Modbus write command received by the device will first be stored in the write
command area, and then follow the Modbus write command table. Configuration,
packaged into corresponding CAN frames, and sent to the CAN side. The role of the
Modbus write command table is that if the CAN device does not actively send CAN

data, it can read the data of the CAN device by sending a CAN frame requesting CAN
data to the active device.

Modbus write CMD table

NO. Ext Rir CAN_ID Reg_addr Reg_len Cmd_en Cmd Mode Cycle
1 [Standar~| [Data  ~| [11 | [256 | 1122aabb1122aabb
2 [standai~| [Data ~| [22 | [60 | 8 |Specifie~ | [11223344] | [Cydle ~] [1000 |
0 3 Standar v Data ~ 7 264 8 Unspec v 1122aabb1122aabb Cycle v 1000
0 a4 Data 7t 268 8 Unspec v 1122aabb1122aabb Cycle ~ 1000
O s Data 7T 272 8 Unspec v 1122aabb1122aabb Cycle v 1000

Open a Modbus Poll software to test the data reading function. Configure the IP as the
CAN server’s IP address 192.168.30.230 as shown in the figure, and the port as 31001,
and connect to the CAN1 port of the CAN server. As shown in the figure, configure the
Slave ID in the Modbus poll software to be 1, the function code to be 03, the register
address to be 0, and the number of registers to be 16. The CAN device actively sends
standard data frames with CAN IDs of 1/2/3 to the CAN1 port of the CAN server. At this
time, the Modbus poll software on the network side can read the corresponding value.
At this point, the read command verification is complete.

File Edit | Conneclion | Setup Functions Display View Window

HE! Connect... F3 -_ | -E-ii_"_|
Disconnect Fa B 151617 22 23| TC il
Auto Connect b s
Quick Connect FS

G‘.‘!DDDDODDD!

[192.168.30.235]: 31001

Enter the configuration page
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| Modbus TCR/IP - = ——
Cancel
Seral Settings
PCI Express-SERIAL [COMG Mode
@ RTU ASCH
2600 Baud
Response Timeout
B Data bits
= 1000 [ms]
Nane Parity
Dely Betwean Pols
1 Stop Bit Advanced.. 10 [ms]
Remote Modbus Server
IP Address or Node Name
192.168.20.235 -

Server Port

31001

Connect Timeout
3000 [ms]

Configure network parameters

File Edit Connpect
Help

on Setup Funchions Display View Window

DS M& X || = 20506151617 22 23| TC bl
x=186: Err=0:1D = 1: F=03: SR = 1000ms
Read/Write Deﬁr_‘t'rﬁap —--— M
T
|Function: |ﬂ3 Read Holding Registers (4x} vi | Cancel ]
Address mode
@Dec (DHex
bddress: 0 | pLC address = 40001
|Quantrtv: 16 |

Scan Rate: 500

Disable
["| Read,write Disabled
|| Disable on error
View

Rows

@10 G20
[T Hide Name Columns
[ Address in Cel

Request

(e [ ey |

Eadfwnta Once

150 (0100 ) Fitto Quantity

[TIPLC Addresses (Base 1)
[ Enron/Daniel Mode

RTU 0103 0000001044 06

ASCIL 34 30 31 30 33 30 30 30 30 30 30 31 30 45 43 0D 0A

Set Modbus parameters
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Fle Edit Connection Setup Functions Display View Mndow
Help — & x|
D& %X|™ = 2| l|o5061516 17 22 23| 71C ¥l
x=8Emr=0:1D=1:F=03 SR =500ms
Namet 00000 Name 00010
e 0
0 ]
0 1]
0 1]
1] 4]
0 ]
0
0
0
0
For Help, press FL [192.168.30.235]: 31001

After the configuration is complete

e - e ) -
FREHEER | ewhiaen 1F | S0 B
i1 F [ daat ] 5 061G R IF B PDOTE G G WA SR St -
Tac DM Enz 021 FE0] G4 - b LT SRS S
- - Ll e LS
i [ e [roiin e |t il =
| LT, e
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= e i
] = = rizd T
i | T — - = LT I T
W " | 1
- = [P 1m.
> =T i =
F r [T | )
1 f 15T, po
= . e s oM i
i kg 1m
i HEEIN I
r - Vi
s 102 158 B3N 1LE61 :"E"i 3
I [LERT ] i
i =38 I
r REET | o
adag 0
=T =
e am Lo
) Al 1
I T . T
| rETim L]
! 3T e
r TN T
'yl E o1 =
) o T
rr — =Tl 186 T

The device communicates normally

Step 5. Open a Modbus Poll software to test the data writing function. Configure the Slave ID
in the Modbus poll software as shown in the figure to be 1, the function code to be 16,
the register address to be 256, the number of registers to be 16, and the function of
prohibiting automatic reading and writing, click Read/Write Once to take effect, click
OK, the configuration is complete. Modify the data in the register as shown in the figure.
As shown in the figure, click the Read/Write Once button to send the data in the
register to the CAN server. After the CAN server receives the Modbus write data, it will
send the corresponding CAN data to the CAN1 port. At this point, the function
verification of the write command is completed.
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[*3 Fie Edit Connection Setup Fundlions Display View Window
Help |= & %]

D@E& X|™|S S| 0506151617 22 23|TC ¥

x=1:Er=0:1D =1: F=16: SR = 500ms {DISABLED) 7

Read/Wite Definition - . =
0
T ]
[Function: |16 Wirite Multipie Registers ~|2 [ cancel | [fo
Address mode rﬂ
® Dec (D Hex |0
3 0
Address: 256 PLC address = 40257 L 2
4 Lo
Scan Rate: 500 [ms] Apply k0
Disable :

JIRead/Write Disabled| 5

_| Disable on ermor

[Emmo=]s

View

Rows

@10 @20 @50 C100 O Fitto Quantity
[~ Hide Name Colurmns
[ Address in Cel

[T1PLC Addresses (Base 1)
[” Enron/Daniel Mode

Reguest
RTU  Oply read functions

ASCII

Configure Modbus parameters

Help

File Edit Connection Setup Functions Display View Window

[-l=]x]

DS HES x|™ |2 2| no506151617 2223 T¢ &l

x=1EBEr=0:1D=1:F=16: SR = 500ms (DISABLED)

Mame

00250 MName

00260

B e (R

00 =] oo un

10
11
12
13
14

IFor Help, press FL.

[192.168.30.235]: 31001

Set the register value to be written
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Write register data

2.3.5 HTTPD Client function

GET /iot/test?123456789 HTTP/1.1

Host:192.168.16.120
Connection:Keep-alive
Accept:#/*
User-Agent:Mozilla/5.0
123456789 Pragma:no-cache
customer — CAN Server —
CAN Httpd Server
device — Httpd Client —
ABCDEFG HTTP/1.1 200 OK

Accept-Ranges:bytes
Cotent-Length:7
Connection:Keep-alive

ABCDEFG

HTTPD Client Mode Introduction

This function is that the CAN server submits the data received by the CAN port to the HTTP
server in the form of HTTP. If the HTTP server has data to send, the CAN server will transmit the
HTTP body data to the CAN port.
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Note:
In the GET method, the CAN side transmits data in the HEX format of the CAN protocol. After
passing through the CAN server, the network side transmits the data in the ascii format in hex.

Specific usage method:

1. Select "HTTPD Client" as the working mode.

2. Fill in the HTTPD address. The HTTP server address, which can be an IP address or a
domain name (the ability to connect to the external network is required).
Fill in the HTTPD port number.

4. The HTTPD method needs to fill in the correct URL path, and select the GET or POST
method as required.

5. The user fills in the HTTPD request header as required.

6. Finally click the configuration button to save the parameters.

Working Mode parameter

Working Mode [Httpd Client v
Data type @®fixed 13 bytes Ovariable length
Network packet loss strategy ®Timeout packet loss ORemain packet loss
Network packet loss timeout 2000 (1~65535)ms
HTTPD Setting
HTTPD Address [192.168.30.230 |
HTTPD Port [8080 |r1~85535)
HTTPD Method |fiottest |[GET ~|

IConnection: keep—alive
Accept: ®/%

User—Agent: Mozilla/5.0
Pragma: no—cache

HTTPD Header

| configuration || Cancel |

HTTPD Client Configuration Introduction
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HTTPD Client communication Wireshark packet capture example

2.3.6 WebSocket Client function

This function is the CAN server acts as a WebSocket Client, and transmits the data received by
the CAN port to the WebSocket server in hexadecimal format, and the WebSocket server can
also send data to the CAN port device at any time (the network side must follow the CAN

protocol send data).

Working Mode parameter

Working Mode

Data type

Network packet loss strategy

Network packet loss timeout

WebSocket Address

WebSocket Port

WebSocket Method

WebSocket ping

| WebSocket Client

#|

®fixed 13 bytes Ovariable length

®Timeout packet loss ORemain packet loss

2000 (1~65535)ms

WebSocket Setting

[192.168.30.230

8443 |(1-65535)
v |
[120 |o~255)s

‘ Configuration H

Cancel

WebSocket Client Configuration Introduction
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Specific using method:
1. Select "WebSocket Client" as the working mode;

2. Fillin the address of the WebSocket server, which can be an IP address or a domain name
(the ability to connect to the external network is required);

3. Fill in the WebSocket server port number;
4. The WebSocket method needs to fill in the correct URL path;

5. The user can select the WebSocket Ping time interval according to the needs, and fill in 0 to
indicate that the Ping function is not used;

6. Finally click the Configure button to save the parameters.
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Example of capturing packets with Wireshark for WebSocket Client communication

2.3.7 Serial port Modbus function (serial port to Ethernet)

The following example uses software such as Modbus Poll to simulate the master, and software
such as Modbus Slave to simulate the slave.

2.3.7.1 ModbusMaster

Take Modbus RTU Master as an example (Modbus ASCII Master is the same):

Configure the "serial port parameter" of the serial server to 9600-8-N-1, the working mode
in"network parameters" is Modbus RTU Master, and the network address in "Network
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Connections" is configured as the IP and port of the slave. The physical connection is described
as follows:

e Serial port: connect to the host
e Network port: connect to the slave

Working Mode parameter

Working Mode [ Modbus RTU Master v|

Modbus Over TCP O

Modbus Recv Timeout 150 [(100-9999)ms

Number of network connections

Destination address1: [192.168.30.230 Destination port: 502 (1-65535)  Modbus ID Range: [1 |~[1  (1~247)

[J Destination address2: 192.168.30.140 Destination port: 32502 (1-65535)  Modbus ID Range: 2 ~ 2 (1~247)

O Destination address3: [192.168.30.140 Destination port: 32503 (1-65535)  Modbus ID Range: 3 ~3 (1~247)

O Destination address4: 192.168.30.140 Destination port: 32504 (1-65535)  Modbus ID Range: 4 ~ 4 (1~247)
‘ Configuration ‘ | Cancel |

Modbus Web parameter configuration

Modbus Poll software configuration:

Open the Modbus Poll software, go to "Connect" -> "Connect", and the connection parameters
are configured as follows:

Fle Edd I':n-nm--:f:ri Setup  Funchions Dsplay  View

Window Help

DeEdS ' j&nnﬂ:ﬁan Setup “_._-_! "?_ﬁ

0D —
| serial port | v e
| Cancel
Seral Settngs
[Pl Express-SERIAL (COME) = Mode

i & RTU I ) AsCH
(9600 Baud =/

Reasponsa Tmeout
|8 patabits | :
(B0 1000 [rs.
iHune Party -
kil S o T Dalsy Batwean Palk
| 1 Stop Bit - Advancad... 10 [
Rernote Modbus Server

192,168 30 2
& TP
stz . e

Modbus host serial port parameter configuration

Read parameter configuration: the slave ID is 1, the function code is 03, the starting address of

the register to be read is 0, the number of registers to be read is 10, and the cycle reading
interval is 1000ms.
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Ei—i-e Edit Connection Setup Functions Display View

Window Help = 15| =
D& x[™] = &l 0506151617 22237
x=0Er=01D=1F =03 SR = 1000ms

No connection rRead,,‘WriT.e Definition -
| N = :
0 | ISia\re D: 1] I
i | |Funcbor|: |i.‘|3 Read Holding Regsters {4x) vI cancel |
2 Address mode
3 @ Dec Hex
4
= piddress: 0 PLC address = 40001
For Help, press
Duantity: 10
Scan Rara: 1000 [ms] Appby |
Disable

[ Read/write Disabled
[ Disabile on eror Read fyrit
View

Rows
@ 10 20 50 12F100 ) Ft to Quantity

| Hide Name Columns "_|PLC Addresses (Base 1)
[ Address in Cell ["| Enron/Daniel Mode
Request

RTU  p1 03 00 00 00 0AC5CD

ASCIL  3a 30 31 30 33 30 30 30 30 30 30 30 41 46 32 0D 0A

Modbus host device property definition

Open Modbus Slave software: Go to "Connect" -> "Connect", and the connection parameters
are configured as follows:

File I:.:Iltl Connection I Setup Display View Window Help - | ]
Ded& 0| =a ¥

D=1F=03
MNo connection

( 5
| Connection Setup &

| Name! Connection
h | Madbus TCP/IF | )
: [ Cancel
;i | Serial Settings
=1 || |PClExpress-SERIAL (COMS)
3 | T Mode
7 . 460800 Baud P aery
55 8 Di=ta bi
;i { Flow Control
1 MNone Paity Ha e P A
7] — R
= — 1 Stop Bit
For Help, press FL

TCP/IP Server

IP Address
127001

| Py Address
Ignore Uin 10

Modbus slave network connection configuration
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Slave device definition configuration: the slave ID is 1, the function code is 03, the register start
address is 0, and the total number of registers is 200

LA File Edit Connection Selup Display  View Window Help = |5

Deda=|-a ¢w

Slave Definition

T el
0
1 |Fum:tinn: |03 Holding Register (4x) vl l Cancel |
'2 Address maodea
] @ Dac ! Hex
B De :
Gid Address: O PLC address = 40001
5 S— -
= Quantity: | 200
i View

Rows

@10 ©20 50 100 ©Fitto Quantity

~ | Hide Name Columns |PLC Addressas (Base 1)
~| Address in Call

Error Simubation

| Skip responge [ Insert CRC/LRC error
(Mot when using TCP/IP)
? (me] Response Delay [7] Ratum exception 06, Busy

Modbus slave device property definition

Double-click the cell of Modbus Slave software and modify it to auto-increment mode, you can
see that the register cell of Modbus Poll software also changes value automatically. Indicates
that the device communication is normal.

File Edit Connection Setup Display View Window Help - ||
DFEES M |(== 78
D=1F=03
Mame 00000 e
0 0
1 0
r g 5
g Enter signed int 16 ﬂ =
3 — e - S —_—
5 ————
? || Auto increment |—['amﬂ J 9
L —
For Help, press FL. [Any IP Address]: 502

Modbus slave register value auto-increment
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File Edit Connection Setup Functions Display View Windan

Help [~ [=] =]
DEE&|X|[™ 225 |o5061516172223 TCc o, B
Tx=41 Er=0)D=1.F = 03. SR = 100ms
| ‘I‘\_Ia_mig‘ 00000 i
o -I
1 0
2| 0
3 o
< ‘ ;
For Help, press F1. [192.168.30.232]: 502
! = Edit Conmeclion Setup Display View Window  Help el
FH& D | Safw
D=1F=03
| Namei 00000 Name ooo10| °
o 0
1| 0 o |8
i! (1] 0
3 0 0
4| 0 0
B 0 0
Bl 1] ] =
l m..| ] rl
l.:or“H'e.[p. pressl F.l, "Pért E: 9600~3—N~1

The communication is normal, and the host can read the register data of the slave through the
serial port server device

2.3.7.2 Modbus Slave

Take Modbus RTU Slave as an example (the same applies to Modbus ASCII Slave):

Configure the "serial port parameter" of the serial server to be 9600-8-N-1, the working mode in
the "network parameter" is Modbus RTU Slave, and the local port is 502. The physical
connection is described as follows:

e Network port: connect to the host
e Serial port: connect to the slave
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Serial configuration

BUS port No. COM1 v | ®@enable Odisable
Large traffic transmission O enable @ disable

Serial port parameters

SerialPortMode ‘ RS232/RS485 ~ ‘
BaudRate

DataBits

StopBit

ParityBit

PackingLength 500 [0-1460)
Packinginterval [0—255)ms

Working Mode parameter

Working Mode [ Modbus RTU Siave v

Local port 02 (1-65535)

Modbus Over TCP

IDI

Modbus Recv Timeout 50 (100-9999)ms
Modbus 1D Filter O ~ 247  [(1~247)
Modbus Slave Poll Time 200 (0-65535)ms

Modbus Prior Read Command Table

MdbsNo. Device Addr Command Register Addr Register Count
1 1 (1~247) 3 (1~255) 1 (0~65535) 1 (1~125)
2 2 (1~247) 3 (1~255) 1 (0~65535) 1 (1~125)

Modbus Web parameter configuration

Open Modbus Poll software: Go to "Connect" -> "Connect", and the connection parameters are
configured as follows:
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Setup Funchons hapiay  Wigw Window
Help 5 X
Ded& x = S| |05 06151617 22 23 TC
Tx = 11: Er = connection Setup -
MNo connechiony ——
Conmaction
0 | [Modous Tepip | — e
1 | Cancel |
| Senal Settings i T
2 PCI Bxpress-SERLAL (COMG Mode
3 BTH !
al 0600 Baud '
B — = Rasponse Tmaoul
Lata DR

Far Help, press [

1 Stop B 10 [ms
Remote Modbus Sener

P Address of Node Name

192.168.30.232 -
Server Port Connect Timeout & T

502 3000 [ms] e

1000 [ms

Delay Betweaen Pols

Modbus host network connection parameter configuration

Read parameter configuration: the slave ID is 1, the function code is 03, the starting address of
the register to be read is 0, the number of registers to be read is 10, and the cycle reading

interval is 1000ms.

File Edit Connection Setup Functions Display. View Window

Help
D& x|
Tx =25 Ermr=0:1D

S = | |05 061516 17 22 23| TC &

Read/Write Definition
—

[ Funcron: (03 Read Holding Registers (4x) | cancel |
Address mode
| @ Dec Hex
| [address: @ PLC address = 40001
For Help, press F1. Quantity: 10
Scan Rate: 1000 [ms] Apply
Disable

Read/Write Disabled

I~ Disable on error

View
Rows
@10 20 50

100 Fit to Quanitity

| Read/Write Once |

| Hide Name Colurmns
| Address in Cell

_|PLC Addresses (Base 1)
Enron/Daniel Mode

Request

RTU 91 03 00 00 00 DA C5 CD

ASCIT 34 30 31 30 33 30 30 30 30 30 30 30 41 46 32 0D 04

Modbus host device property definition
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Open Modbus Slave software: Go to "Connect" -> "Connect", and the connection parameters
are configured as follows:

i File- Edit |C|:~nr-f--:m:|n| Setup  Display View Window Help e
|

| > -
ErrrEEErEELd

ID=1:F=
lD 1:F=03 Connection Setup
Mo connection
—
| Sesial Port | -
Cancel |
Senal Settings
| PCI Express-SERIAL {COME) -
—— Mode
|9600Baud :
@ RTU () ASCII
|8 Databits
Flow Control

NonePaty w| [C/DSR [CICTS [TIRTS Toggle
1
W [ms] RTS disable delay

Ay Address gl IPvd

griare Lindt ID

1
o

Modbus slave serial port parameter configuration

Slave device definition configuration: the slave ID is 1, the function code is 03, the register start
address is 0, and the total number of registers is 200
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Ltﬂ File Edi Connechion Setup Display View Window Help It 3
DesEa[=]= a2 W
D=1:F =03 { glave Definition
—NI Save ID: 1]
0 r
| [Function: _[03 Hodng Regster 40 ~| [ cancel
2.- Address mode
B 1 @ Dec () Hex
3
4 [m, ! Address: 0 PLC address = 40001

For Help, press

Quantiy: 200

View
Rows
@in0 @20 @S0 ©100 ©Fto Quantiy

| Hide Name Columns [T1PLC Addresses (Base 1)
| Address in Cell

Error Simulation

[7] Skip response [7] Insert CRC/LRC error

(Mot when using TCP/IP)

0 [ms] Response Delay IP1Retum exception 06, Busy

Modbus slave device property definition

Double-click the cell of Modbus Slave software and modify it to auto-increment mode, you can
see that the register cell of Modbus Poll software also changes value automatically. Indicates
that the device communication is normal.

File Edit Connection Setup Display View Window Help — || & ][
DEEE N E=| TN
D=1.F=03
_ MName DoDoo o
] (0
1] 0
ii A Enter signed int 16 M E
3l
1T ) | PEp———
4| | Value: o OK
5| |
? || Auto increment E
7 »
For Help, press F1. [Any IP Address]: 502

Modbus slave register value auto-increment
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2.3.8

[’ File Edit Connection Setup Functions Display View Window
Help - [=]=]
DEE& X |™ |5 &) 0506151617 2223 |7C . B
x=41:Enr=0)D=1:F =03 SR = 100ms

Name 00000 e
0 P
1 0 I:
2 : :
3] 0
s ., z
For Help, press F1. [192.168.30.232]: 502
ile Brnsction P Display View mdeny Hel - =X
NEE& | 20/78
D=1.F=03
Namul 00000 Name| poolo| *
0 0 .
1 0 0 =
2 0 0
3] 0 0
il 0 0
3 o i
B 1] 0 o
F IT ¥
For Help, press F1. Port 6: 9600-8-M-1

The communication is normal, and the host can read the register data of the slave through the
serial port server device.

CAN to serial port function.

MW-CANET300 provides four conversion modes for selection, including: transparent
conversion, transparent conversion with tag, format conversion, and Modbus conversion.
Parameters can be selected and set when configuring the CAN server.

e Transparent conversion:The meaning of "transparent conversion" is that the CAN server
only converts the bus data in one format into the data format of another bus without adding
or modifying the data. In this way, the exchange of data format is realized without changing
the data content, and the CAN server is as transparent as the bus at both ends. This
method will not increase the user's communication burden, but can convert the data as
original, and can undertake the transmission of large-traffic data.
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e Transparency with identification conversion: it is a special transparent conversion with no
additional agreement. This conversion method is based on the common characteristics of
common serial frames and CAN messages, so that these two different bus types can easily
form the same communication network.

e Format conversion:"Format conversion" is the simplest mode of use. The data format is
agreed to be 13 bytes, the fixed 13-byte serial frame data corresponds to a CAN message,
and the 13-byte content includes CAN information+ ID + data. By correctly configuring
frame information (the first byte of data), standard frames, extended frames, and even
remote frames can be sent out flexibly. The details of standard frames, extended frames
and even remote frames can be obtained by correctly parsing 13-byte serial frames.

e Modbus conversion:The meaning of "Modbus conversion" is to convert between UART
data and CAN data of the Modbus protocol. Modbus protocol is a standard application layer
protocol, which is widely used in various industrial control occasions. The protocol is open,
has strong real-time performance, and has a good communication verification mechanism,
which is very suitable for occasions that require high communication reliability. The CAN
server uses the standard Modbus RTU protocol format on the serial port side, so the CAN
server not only supports the user to use the Modbus RTU protocol, but the CAN server can
also directly communicate with other devices that support the Modbus RTU protocol.
device interface.

2.3.8.1 Transparent conversion.

In the transparent conversion mode, the CAN server immediately converts the data received
from one side of the bus and sends it to the other side of the bus. In this way, the data flow is
processed to maximize the speed of the CAN server and the utilization of the buffer.

(1) Serial frame to CAN message

All the data of the serial frame is sequentially filled into the data field of the CAN message frame.
The CAN server receives and converts data as soon as it detects that there is data on the serial
bus.

The converted CAN message frame information (frame type part) and frame ID come from the
user's prior configuration, and the frame type and frame ID remain unchanged during the
conversion process. The corresponding format for data conversion is shown in the figure below.

If the line frame length of the received string is less than or equal to 8 bytes, fill characters 1 to n
(n is the length of the serial frame) into the 1 to n byte positions of the data field of the CAN
message in sequence (such as In Figure below, n is 7).

If the number of bytes in the serial frame is greater than 8, the processor starts from the first
character of the serial frame and fills the first 8 characters into the data field of the CAN
message in turn. After sending the data to the CAN bus, convert the remaining serial frame data
and fill it into the data field of the CAN message until the data is converted.
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Serial Frame CAN Frame

Frame Info | Frame Info

Frame ID Dser conf%g

User config
Datal Datal
Data?2 Data?2
Data3 E:::> Data3
Data4 Data Area Data4
Datab Datab
Datab Datab
Data’ Data?

Serial frame to CAN message (transparent conversion)

(2) Convert CAN message to serial frame

For CAN bus messages, a frame is forwarded immediately after receiving the frame. The
corresponding data format is shown in the figure.

When converting, all the data in the CAN message data field are converted into serial frames in
sequence. If you select "Conversion" in the "Frame Information Conversion Enable" item during
configuration, the CAN server will directly fill the "Frame Information" byte of the CAN message
into the serial frame

If "Convert" is selected for "Frame ID Conversion Enable", then all the "Frame ID" bytes of the
CAN message will be filled into the serial frame

Serial Frame CAN Frame
Frame Info Frame Info | Frame Info
Frame ID1 Frame ID User config
Frame ID2 User config
Datal Datal
Data? Data?
Data3d <:::j Datad
Data4d Data frea Datad
Datab Datab
Datab Datab
Data7 Data?

CAN message to serial frame (transparent conversion)

Conversion example:

(1) Serial frame to CAN message

Assuming that the configured CAN message frame information is "standard frame" and the
frame ID is 0x0060, the conversion format is shown in the figure.
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Serial Frame CAN Frame CAN Framel CAN Frame2
Frame Info 0x08 0x05
0x00 0x00
trame 1D 0x60 0x60
0x01 0x01 0x09
0x02 0x02 0x0A
0x03 r———> 0x03 0x0B
0x04 T — 0x04 0x0C
0x05 0x05 0x0D
0x06 0x06
0x07 0x07
0x08 0x08
0x09
0x0A
0x0B
0x0C
0x0D

Serial frame to CAN message (transparent conversion)

(2) Convert CAN message to serial frame

Assuming that the "frame information" conversion of the CAN message is configured, and the
"frame ID" is not converted. CAN messages and converted serial frames are shown in the

figure.
Serial Frame CAN Frame

Frame Info 0x07

0x00

0x07 vrage Il 0x01
0x01 0x01
0x02 0x02
0x03 <:::j 0x03
Ll Data Area Lot
0x05 0x05
0x06 0x06
0x07 0x07

CAN message to serial frame (transparent conversion)
2.3.8.2 Transparency with identification conversion

1. Serial bus frame

When converting with a tag, a complete serial data frame must be obtained, and the CAN server
uses the time interval between two frames as the frame division. The interval can be set by the
user. The maximum length of the serial frame is the length of the buffer: 1500 bytes.The first
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data detected by the CAN server in the idle state of the serial bus is used as the first character
of the received frame.

During transmission, the time interval between characters in the frame must be less than or
equal to the time for transmitting n characters (the value of n is configured in advance by the
host computer) (the time for transmitting a character is divided by the number of bits contained
in the character by the corresponding baud rate).If the CAN server does not receive a character
within the transmission time of n characters or less after receiving a character, the CAN server
considers the transmission of the frame to be over, and takes the character as the last character
of the frame; n Characters after the character time do not belong to that frame, but to the
content of the next frame. The frame format is shown in the figure.

: I
ﬁ/ Ft‘ >n character ]« !

<{n character

Frame format

2.CAN bus frame

The format of the CAN message remains unchanged, but the corresponding CAN frame ID will
also be converted into a serial frame.

(1) Serial frame to CAN message

The starting address and length of the CAN with identification in the serial frame can be set by
configuration. The range of start address is 0~7, and the range of length is 1~2 (standard frame)
or 1~4 (extended frame).

During the conversion, all the CAN frame IDs in the serial frame are converted to the frame ID
field of the CAN message according to the prior configuration (using the big-endian storage
method, if the number of frame IDs carried is less than that of the CAN message frame ID
number, then the low byte of the frame ID in the CAN message is filled with 0), and other data
are converted sequentially, as shown in the figure.If a frame of CAN message has not converted
the serial frame data, the same ID will still be used as the frame ID of the CAN message to
continue converting until the conversion of the serial frame is completed.
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Serial Frame

Address 0 Data 1
Address 1 Data 2
Address 2 Data 3
Address 3 CAN Frame ID
Address 4 Data 4
Address 5 Data b
Address 6 Data 6
Address 7 Data 7
Address 8 Data 8
Address (n-1) Data n

CAN Frame CAN Framel CAN Frame2 CAN Frame3d
Frame Info | User config | User config | User config
Frame 1D 0x00 0x00 0x00
CAN Frame ID|[CAN Frame ID| CAN Frame ID
Data 1 Data. .. Data n—4
Data 2 Data. .. Data n—3
E::::> Data 3 Data... Data n—-2
Data 4 Data... Data n-1
Data Area Data b Data. .. Data n
Data 6 Data. .
Data 7 Data. ..
Data 8 Data..
Data 9 Data...

CAN message to serial frame (transparent conversion with identification)

(2) CAN message to serial frame

Assuming that the start position of the configured CAN flag in the serial frame is 0, and the
length is 3 (in the case of extended frames), the conversion of CAN messages and serial frames

Serial Frame

Datal

Data?

Data3

Frame 1D2

Datad

Datab

Datab

Data’7

—

CAN Frame

Frame Info

Frame Info

Frame ID

Frame IDI1

Frame ID2

Data Area

Datal

Data?2

Datad

Data4

Datab

Datab

Data7

CAN message to serial frame (transparent conversion with identification)

is shown in the figure.

Example of converting CAN message to serial frame (transparent conversion with identification)

Serial Frame

0x20

0x30

0x40

Datal

Data2

Data3

Datad

Datab

Datab

Data7

2.3.8.3 Format conversion

CAN Frame

Frame Info

0x87

Frame ID

0x10
0x20
0x30
0x40

Data Area

Datal
Data2
Data3d
Data4
Datab
Datab
Data7
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2384

As stated in the "CAN Data Format Description" above, each CAN frame contains 13 bytes,
which contains CAN information + CANID + data.

In this mode, pay attention to strictly follow the 13-byte serial data format to convert successfully.
First of all, ensure that the frame information is correct, the reserved bit must be 0, and the data
length cannot be greater than 8, otherwise the conversion will not be performed.

Each frame is fixed at 13 bytes, if it is insufficient, it must be filled with 0. The serial data in the
same serial data frame that meets the 13-byte format corresponds to a CAN message, and the
serial data frame that is less than 13 bytes will not be converted. So make sure that the serial
data frames to be converted are aligned in 13 bytes.

In the process of converting serial frames to CAN messages, if the data format of a certain
segment of 13 bytes in the serial data frame aligned with 13 bytes is not standard, the 13 bytes
will not be converted, and then converted the following data. If some CAN messages are
missing after conversion, please check whether the 13-byte serial data format of the
corresponding message conforms to the standard format.

Modbus mode (CAN to serial port)

Note:
The Modbus conversion function can only be used when the CAN bus device message can be
edited.

Modbus protocol is a standard application layer protocol, which is widely used in various
industrial control occasions. The protocol is open, has strong real-time performance, and has a
good communication verification mechanism, which is very suitable for occasions that require
high communication reliability. The CAN server uses the standard Modbus RTU protocol format
on the serial port side, so the CAN server not only supports the user to use the Modbus RTU
protocol, but the CAN server can also directly communicate with other devices that support the
Modbus RTU protocol phase interface.

On the CAN side, a simple and easy-to-use segmented communication format is formulated to
realize Modbus communication. The role played by the CAN server is still for protocol
verification and forwarding, and supports the transmission of the Modbus protocol, rather than
the master or slave of the Modbus, the user can communicate according to the Modbus
protocol.

1 Serial bus frame

The serial interface adopts the standard Modbus RTU protocol, so the user frame can conform
to this protocol. If the transmitted frame does not conform to the Modbus RTU format, the CAN
server will discard the received frame without converting it. The Modbus RTU transmission
format adopted by the CAN server is 1 start bit, 8 data bits and 1 stop bit. The maximum
Modbus RTU frame length is buffer length: 2048 bytes.

2.CAN bus frame
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If the devices on the CAN side want to use the Modbus protocol, a reliable transmission format
needs to be defined for it. Here, a segmented protocol is used to implement it, which defines a
message with a length greater than 8 bytes for Row segmentation and reassembly methods.
The formulation of the segmented transfer protocol refers to the segmented message transfer
protocol in DeviceNet. Segmented message format (take the extended frame as an example,
the standard frame only has a different frame ID length, and the other formats are the same),
the transmitted Modbus protocol content can start from the "data 2" byte, if the protocol content
is large If it is less than 7 bytes, then continue to convert the rest of the protocol content
according to this segmented format until the conversion finish.

The CAN bus frame format is described as follows:

CAN Extended Frame Format

BitNo. | 7 | 6 | 5 | a4 | 3 | 2 | 1 | o
Frame Info|FF RTR X DLC
Frame IDI |X X ID. 28~ID. 24
Frame ID2 ID. 23~1ID. 16
Frame ID3 ID. 15~1D..3
Frame ID4 ID. 7~=1D..Q

Datal markers |Segmentation type| Segmentation count
Data2 Character 1
Data3 Character 2
Data4 Character 3
Datab Character 4
Datab Character 5
Data’? Character 6
Data8 Character 7

CAN bus frame format (CAN to serial port Modbus)

e Segmented packet flag: Indicates whether the packet is a segmented packet. If this bit is 0,
it means a separate packet, and it means it belongs to a frame in the segmented packet.
(When the CAN message is a single frame, the value of the framing flag is 0x00).

e Segment Type: Indicates whether it is the first, middle, or last segment. Its definition is as

shown in the figure:

e Segment counter: the mark of each segment, the serial number of the segment in the entire
message, if it is the first segment, then the value of the counter is what. In this way, when
receiving, it can be verified whether any segments have been lost.

Segment type location

Location Meaning Description
) If the fragment counter contains a value of 0, then this is
0 First segment i )
the first fragment in a fragmented message
1 Middle segment Indicates that this is an middle segment
2 Final segment Indicates that this is a finalsegment
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Conversion method

In the process of converting from the serial port side to the CAN side, the CAN server will only
convert when it receives a complete and correct Modbus RTU, otherwise it will take no action.

The address field of the Modbus RTU protocol is converted into ID4 (extended frame) and ID2
(standard frame) of the frame ID in the CAN message, and the identifier remains unchanged
during the conversion of the frame. The CRC check byte is not converted into the CAN
message, and the CAN message does not need to carry the check byte of the serial frame,
because the CAN bus itself has a better check mechanism.

What is converted is the function code and address field of the Modbus RTU protocol, and they
are converted in turn in the data field of the CAN message frame (starting from the second data
byte, the first data byte is used by the segment protocol) ), because the length of the Modbus
RTU frame varies according to the function code.

A CAN message can only transmit 7 data, so the CAN server will segment the longer Modbus
RTU frame into a CAN message and send it out using the above CAN segment protocol. When
the user receives it on the CAN node, the function code and data field can be processed.

For the Modbus protocol data of the CAN bus, there is no need to perform a cyclic redundancy
check (CRC16). The CAN server receives it according to the segmentation protocol. After
receiving a frame and analyzing it, it automatically adds a cyclic redundancy check and converts
it into a Modbus RTU frame. sent to the serial bus.

If the received data does not conform to the segmentation protocol, the group of data is
discarded without conversion.

Modbus RTU Frame CAN Frame CAN Frame 1 CAN Frame n
Address Area Frame Info Frame Info Frame Info
Function Code Frame ID1 0x00 0x00

Frame 1D2 0x00 0x00
Frame 1D3 0x00 0x00
Frame ID4 Address Area Address Area
Datal Segmented protocol|Segmented protocol
Data Area <::::::::::> Data?2 Function Code
Data3d
Data4d
Datab Data Area Data Area
Datab
Data7
GHE Data8

CAN to serial port Modbus

Conversion example:
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Modbus RTU Frame CAN Frame CAN Frame 1 CAN Frame n
Address Area 0x08 Frame Info 0x88 0x84
Function Code Ox11 Frame ID1 0x00 0x00

0x00 Frame I1D2 0x00 0x00
0x01 Frame ID3 0x00 0x00
0x00 Frame 1D4 0x08 0x08
0x02 Datal 0x81 0xC2
Data Area 0x04 <:> Data? 0x11 0x0A
0x00 Datad 0x00 0x01
0x0A Datad 0x01 0x02
0x01 Datab 0x00
0x02 Datab 0x02
CRC 0xED Data’? 0x04
0x69 Data8 0x00

Example of CAN to serial port Modbus

2.3.8.5 Conversion direction

1.

Bidirectional: The CAN server converts the data of the serial bus to the CAN bus, and also
converts the data of the CAN bus to the serial bus.

2.  Only serial port to CAN: Only convert the data of the serial bus to the CAN bus, but it will
not convert the data of the CAN bus to the serial bus.

3. Only CAN to serial port: only convert the CAN bus data to the serial bus, but it will not
convert the serial bus data to the CAN bus.

Attention:

The port numbers 80, 4500, 4800, 57050, 57051, 57850, and 57851 have already been
used by the system. When configuring the network port numbers, please do not reuse
them.

This device and the peer CAN device must have the same baud rate.

If the device is working in UDP mode, the remote device must also work in UDP mode; if
the device is working in TCP Client mode, he remote device must work in TCP Server
mode. If the device is working in TCP Server mode, the remote device must work in TCP
Client mode.

If the device works in UDP multicast mode, the same multicast address can only be used
once, and a multicast address is not allowed to be used in different port configurations.
When you need to use long-frame data frequently or have high requirements for data
transmission, please adjust the baud rate and send interval appropriately to prevent
garbled characters or packet loss caused by slow CAN port speed.

When configuring the device, the user should ensure that the external CAN device stops
sending data to the CAN server to avoid garbled characters.

CAN to Serial mode, the baud rate of CAN and serial ports should match each other, this
mode is not suitable for large and fast applications.
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2.4

241

2.5

2.5.1

Port information

The port information includes two parts: bus port information and network connection
information.

CAN port information

CAN port information page is used to display the current connection information of the CAN port
as shown in the figure:

ME'WE | CAN-bus/Ethernet Server

Device Info

(Internet explorer 7.0 or above is|

BUS Port Info

CAN Config BUS Port Number ~ [COMI1 v

Network Connection Info

Total Sending 212byte Total Receiving 376byte

Serial Config

Work Mode Destination Address Destination Port

Local Port

Port Info
TCP Server 32001 192.168.16.11 50147

Network Address

User Password

Network address

The network address includes: network IP address, subnet mask, default gateway

Network address

This function is to assign a specified IP address to the CAN server. The default IP address of the
CAN server is 192.168.16.253. The network address configuration page is shown in the figure.

Device Info

Network Address

CAN COang Network Protocol ® Static Address O DHCP

Serial Config IP Address 192.168.16.253

Port Info Netmask
Network Address Gateway 192.168.16.1
User Password DNS
System Info

| Configuration ‘ ‘ Cancel ‘
System Management

Network protocol: Select Static Address or DHCP.
IP address: An IP address is a 32-bit address assigned to a device connected to the

Internet. An IP address consists of two fields: a network number field (net-id) and a host
number field (host-id).
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2.6

e Subnet mask: A mask is a 32-bit number corresponding to an IP address, some of which
are 1 and others are 0. The mask can divide the IP address into two parts: the subnet
address and the host address. The part of the IP address corresponding to the 1 bit in the
mask is the subnet address, and the other bits are the host address. The mask
corresponding to a class A address is 255.0.0.0; the mask of a class B address is
255.255.0.0; the mask of a class C address is 255.255.255.0

e Default gateway: The default gateway in the host is usually called the default route.

e The default route (Default route) is the route selected by the router when no other route
exists for the destination address in the IP packet.

e DNS: IP address of the DNS server. When the device uses a static IP address, the user
needs to fill in this content. If no specific DNS server is used, generally fill in the default
gateway IP address.

Whenever the user modifies the address setting, he needs to click the "Configure" button to
submit it to the CAN server, and switch to a waiting page as shown in the figure.

The device is being configured. Please don't power off or do other operations. Wait for a moment !

When the progress bar on the screen is finished, the CAN server will restart the web server, and
the user needs to log in again.

Attention:

When entering the waiting page after configuring the IP, please do not power off or perform
other operations to avoid failure to modify the IP address.

e The configured IP address and default gateway must be in the same network segment.

* If the device uses DHCP to obtain the IP address, after the device restarts, the user needs
to use the company's network management assistant to search for the device to know the
new IP address of the device accurately.

User password

CAN server web server provides users with three different permissions. The first is a visitor,
which user can only view the current configuration of the CAN server, but cannot modify the
configuration. The user name and password are both "none" and cannot be modified. The
second one is an ordinary user, who can configure various functions of the CAN server
parameters, the user name is admin, which cannot be modified, the initial password is "admin",
which can be modified on this page. The third one is administrator, this account has the highest
authority, and when the password of ordinary users is forgotten, You can use the administrator
to log in and change the password of the machine. The user name is fixed as "admin", and the
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2.7

2.8

password is the last six digits of the machine's MAC address.The login password must be legal
characters, consisting of 4-12 English letters (case-sensitive) and numbers. When changing the
password, you need to enter it twice, and you must ensure that the passwords entered twice are
the same. The page is shown in the figure.

Device Info

User Password

CAN Config Username admin
Serial Config New Password \:I (It consists of 4-12 numbers or letters)

Port Info Confirm New Password \:I (It consists of 4-12 numbers or letters)
Network Address

Configuration Cancel
User Password g | |

System Info

System Management

Username: The local username is fixed as "admin" and cannot be modified.

New password: Set the user password for this group, which consists of 4-12 English letters
(case-sensitive) and numbers.

New password Confirmation: Re-enter the password to prevent wrong password input.

System information

The model, name and serial number of the device can be configured on the system information
page, as shown in the figure.

_

Device Info

CAN Conﬁg Device Type MW-CANET300 (Composed of numbers, letters, , + and -)
Serial Config Device Name (Composed of numbers, letters, _, + and -)

Port Info Device Family 1314031111

Network Address Device ID MSM0122332203003

User Password

Configuration ‘ ‘ Cancel

System Info

System Management

Device model: The user can customize the model of the CAN server

Device name: The user can customize the name of the CAN server.

Device platform: The name of the home platform, which can not be configured by the user.

Device ID: CAN server serial number, which can not be configured by the user.

System management

This page can perform some system operations on the CAN server, including restarting the
device, restoring the factory configuration, and upgrading the device. Users are advised to use it
with caution, as improper operations may damage the CAN server. The page is shown in the
figure.
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Device Info

Device Restart

CAN Config

Restart the device

Serial Config

Port Info
Network Address .
Restore Factory Settings

User Password

System Info

Device Upgrade

System Management

Select Upgrade File Confirm ‘ ‘ Browse...

Network Logger

Network log Oenable ®disable
Remote ipaddr 192.168.30.140
Remote port 9999  (1~65535)

BUS Port Restart

Select BUS Port O cant O comt

| Select all ‘ ‘ Apply ‘

Restart Interval 3600 (0~65535)s

e Device restart: This function is used to restart the CAN server by software. Before the CAN
server is completely restarted successfully, the device will not work and cannot forward any
data packets. This kind of restart is different from the hardware reset of the power-on
restart. It is only the software reset of the CAN server system, just like the "hot start" of the
windows operating system. The biggest advantage of this function is to provide a function
of remotely restarting the CAN server. Users can remotely restart the CAN server as long
as they can access it remotely.

192.168.16.253 says

Warning:
The system will restart!
Please confirm whether to do this operation ?

OK Cancel

e Device restore factory configuration: This function is used to restore the CAN server to the
factory settings and restart the CAN server automatically. Before the CAN server restarts
successfully, the CAN server does not work and cannot forward any data packets. This
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function is to restore the factory default configuration value once the user sets the wrong
parameters and the CAN server does not work normally. On the right side, there is an
option of "keep current IP address". When checked, the current IP address will be kept. If
not checked, the IP address will also be restored to the factory default address:
192.168.16.253

192.168.16.253 says

Warning:

Restoring the factory configuration will cause the previous
configuration of the device to be overwritten.

If it's not checked

“Keep the current IP address

"The IP address is restored to the device's factory default address of
192.168.16.253

Please confirm whether to do this operation 7

e Device upgrade: This function is used to perform a system upgrade on the software of the
CAN server. Users can get the upgrade program of the CAN server through email or our
website. Please pay attention to the matching of the device model and version. The
upgrade program will cause the upgrade to fail. After the user obtains the upgrade program,
click the "Browse" button to select the upgrade program, and then click the "OK" button, a
prompt box will pop up on the page, as shown in the figure, click "OK" to jump to the waiting
page. After reading the progress bar in the interface, the CAN server software upgrade is
completed.

192.168.16.253 says

Warning:

Please don't cut off the power supply of the device or the network
connection between the device during the firmware upgrade.
Please confirm whether to do this operation 7

e Network log: This function is used to transmit the operation log of the CAN server to the
remote UDP server by UDP protocol. Users need to specify the IP address and remote port
of the remote UDP server.

e Restart CAN: This function is used to soft restart single or all CAN ports without restarting
the CAN server device.
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Device restart without data: This function is used for the network port of the CAN server or
the CAN port without any data sending and receiving for a long time, and the CAN server
will automatically restart. If the restart time is set between 0 and 59 seconds, this function
will not take effect. Only when the time is set to be greater than or equal to 60 seconds, the
device without data will restart take effect. The default value is 3600s, which is one hour.

Attention:

Restoring the factory default settings will cause all the settings to return to the factory
status. If you want to keep the IP, please check the "keep the current IP address" on the
right, otherwise the IP address will also return to the default configuration of
192.168.16.253.

Do not upgrade the device casually. When the device needs to be upgraded, you must
make sure that the upgrade file is correct, otherwise it is easy to damage the software of
the device and cause the CAN server to fail.

Do not operate the CAN server during the upgrade process, and it is forbidden to click on
the CAN server web page. If the upgrade is interrupted due to misoperation, please restart
the CAN server and try again.

Power failure is not allowed during the entire upgrade process. Power failure may cause
permanent damage to the CAN server. If power failure occurs during the upgrade, please
mail the product to our company immediately for possible solutions.

When setting restart parameters for devices without data, avoid using Google Chrome 68,
otherwise there will be a problem that the configuration page cannot respond.
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3.1

3.2

3.3

Maintenance and Service

From the date of product shipment, Wuhan Maiwe Communication Co., Ltd. provides a five-year
product warranty. According to the product specifications of Wuhan Maiwe Communication Co.,
Ltd., during the warranty period, if the product has any malfunction or functional operation
failure, Wuhan Maiwe Communication Co., Ltd. will repair or replace the product for the user
free of charge. However, the above commitment does not cover damage caused by improper
use, accidents, natural disasters, incorrect operation or incorrect installation. In order to ensure
that consumers benefit from the series of products of Wuhan Maiwe Communication Co., Ltd.,
help and problem solving can be obtained through the following methods:

e Internet service
e Call the technical support office

e Product repair or replacement

Internet service

Through the technical support section of Wuhan Maiwe Communication Co., Ltd. website, you
can get more useful information and usage skills.

Technical support

Users of Wuhan Maiwe Communication Co., Ltd. products could call technical support office for
help. Wuhan Maiwe Communication Co., Ltd. has professional technical engineers to answer
your questions and help you to solve the product or usage problems ASAP.

Product repair or replacement

For product maintenance, replacement or return, in accordance with the processing procedures
of Wuhan Maiwe Communication Co., Ltd.,, you should first contact Wuhan Maiwe
Communication Co., Ltd. The technical staff of the company will confirm, and then negotiate
with the sales staff of Wuhan Maiwe Communication Co., Ltd. to complete the repair,
replacement or return of the product.
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